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Executive Summary

Mastercard's June 10, 2026 launch of Agent Pay for Machines (AP4M) introduces a parallel payment infrastructure
where autonomous agents authorize and settle transactions across traditional card rails, bank accounts, and
stablecoin networks without human intermediation. AP4M records permission grants on public blockchains
(Polygon, Solana, Base), creating a hybrid custody surface that bridges fiat and crypto rails through machine logic
rather than user intent. For institutional custodians, AP4M represents a structural shift: custody risk now includes
not only key management and operational controls, but also the semantic correctness of agent permissions, the
auditability of machine-authorized transactions, and the interoperability risks introduced by fragmented competing
protocols launched simultaneously by Coinbase (x402), Tempo, Visa, Stripe, and Google. The LISR framework now
requires expansion to rate agent permission architecture, on-chain audit trail integrity, and cross-rail settlement
finality.

What AP4M Is: Technical Architecture

Agent Pay for Machines is a permissioned transaction layer that enables Al agents to initiate, authorize, and settle
payments on behalf of users or institutions without per-transaction human approval. The protocol operates as a
middleware abstraction between payment intent (expressed by an agent) and settlement execution (across cards,
ACH, FedNow, or stablecoin networks).

* Permission Model: Users or institutions grant bounded permissions to specific agents via smart contracts.
Permissions define spending caps, allowed counterparties, permitted transaction types, and time-bounded
validity windows.

* Multi-Rail Settlement: AP4M supports settlement in fiat (via Mastercard card rails or bank accounts), USDC,
USDT, or other whitelisted stablecoins. The protocol routes transactions to the lowest-cost or fastest available
rail based on agent-defined optimization parameters.

* Blockchain Recording: All permission grants, modifications, and revocations are written to public ledgers on
Polygon, Solana, or Base. Transaction metadata (not full payment details) is hashed and anchored on-chain for
audit purposes.

e Partner Custody Integration: Launch partners Anchorage Digital, Coinbase, and OKX provide custodial
wallet infrastructure; Ripple and Stripe offer fiat-crypto on/off-ramps; Aave Labs enables credit-based agent
spending against collateralized positions.
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The protocol does not custody funds directly. Instead, it manages authorization state and coordinates settlement
instructions across custodians. This creates a distributed custody model where the agent operates as an authorized
signatory without holding private keys.

The Custody Risk Surface

Machine-to-machine payments introduce a custody risk surface distinct from traditional user-authorized
transactions. In the AP4M model, risk migrates from key compromise and operational failure to semantic
correctness of permissions and the integrity of agent decision logic.

Permission Scope Ambiguity: Traditional custody relies on explicit authorization per transaction or pre-defined
withdrawal limits tied to known counterparties. AP4M permissions are expressed in natural language constraints
translated into smart contract logic—for example, "pay up to $500 per month for API hosting costs." The risk lies in
the semantic gap between user intent and machine interpretation. A misconfigured permission could authorize
spending beyond intended bounds if the agent misclassifies transaction categories or if the smart contract logic
contains edge-case flaws.

Agent Logic Integrity: The agent itself becomes a de facto custody control. If the agent's decision model is
compromised—through adversarial prompt injection, model drift, or supply chain attacks on the agent's training
data—it may authorize transactions that satisfy smart contract constraints but violate fiduciary intent. Unlike key
compromise, which invalidates all subsequent transactions, agent logic compromise may appear compliant to
on-chain validation while executing economically harmful behavior.

Multi-Rail Settlement Finality Variance: AP4M's ability to route payments across card networks, ACH, FedNow,
and stablecoin blockchains introduces finality risk. A transaction settled via USDC on Solana reaches probabilistic
finality in seconds; the same transaction routed through ACH remains reversible for three business days. Agents
optimizing for speed may select rails with weaker finality guarantees, exposing custodians to clawback risk that
would not exist in a single-rail environment.

On-Chain Permission Revocation Lag: Permission changes are written to blockchain ledgers with block
confirmation times ranging from 400 milliseconds (Solana) to 12 seconds (Polygon). During this window, an agent
operating on stale permission state could execute transactions that the user has already revoked but that remain
valid according to the latest confirmed on-chain state. High-frequency agent activity amplifies this risk.

Cross-Custodian Coordination Failure: AP4M integrates with multiple custodians (Anchorage, Coinbase, OKX)
and fiat providers (Stripe, Ripple). A transaction may debit funds from an Anchorage-held account, route through
Ripple's liquidity layer, and settle to a Stripe-connected bank account. Each handoff point introduces reconciliation
risk. If settlement fails mid-route, determining which entity holds liability and how to unwind partial state becomes a
multi-party coordination problem.

The Rail Fragmentation Problem

AP4M does not operate in isolation. Its June 10 launch coincides with competing machine payment protocols:
Coinbase's x402 (HTTP-native micropayments embedded in API responses), Tempo Machine Payments Protocol
(optimized for subscription and recurring agent expenses), Visa's Al payment experiments, and Stripe/Google
agent tooling. Each protocol uses different permission models, settlement rails, and blockchain recording
strategies.
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Fragmentation multiplies custody risk through interoperability gaps. An agent granted AP4M permissions
cannot natively transact on x402 rails without separate authorization. Institutions deploying agents across multiple
protocols must manage parallel permission sets, each with distinct revocation mechanisms and audit trails. A user
revoking AP4M permissions may unknowingly leave x402 permissions active, creating orphaned authorization
states.

Settlement rail conflicts introduce latency and cost unpredictability. If one agent uses AP4M (which may route
through Polygon) and a counterparty agent operates on x402 (settling via Lightning Network), the transaction
requires a cross-protocol bridge or fiat conversion step. These intermediation layers add settlement time, introduce
exchange rate risk, and create opaque fee structures that complicate institutional cost accounting.

On-chain audit trails fragment across blockchains. AP4M records on Polygon, Solana, and Base; x402 may
use Ethereum L2s; Tempo may prefer application-specific rollups. An institution seeking complete transaction
history for compliance reporting must query multiple chains, normalize data formats, and correlate agent activity
across disjoint ledgers. The absence of a unified audit standard increases operational overhead and introduces
gaps where transactions may be missed during reconciliation.

Regulatory ambiguity compounds with protocol diversity. AP4M's multi-rail model touches card network
regulations (Mastercard operating rules), banking compliance (ACH/FedNow), and digital asset custody standards
(depending on stablecoin settlement). Competing protocols may interpret these overlapping regimes differently,
creating legal fragmentation where the same economic activity is treated as a card transaction under AP4M but as
a digital asset transfer under x402. Institutions face compliance risk from inadvertent regime arbitrage.

LISR Framework Implications

The Linkmerica Institutional Security Rating framework was developed to assess custody risk in digital asset
environments where operational integrity, key management, and audit transparency determine institutional
suitability. Machine-to-machine payment protocols introduce custody risk dimensions that existing frameworks —
built around human-authorized transactions — were not designed to evaluate.

The LISR Research Team has identified several structural properties that distinguish high-risk from low-risk agentic
payment infrastructure. These properties concern the precision and enforceability of machine authorization
boundaries, the completeness and immutability of on-chain audit records, and the predictability of settlement
outcomes across multi-rail architectures.

Protocols that rely on off-chain permission state, record only aggregated transaction metadata, or expose
institutions to variable settlement finality without defined rollback mechanisms represent materially elevated custody
risk under the LISR evaluation standard. Conversely, protocols with atomic revocation, cryptographically anchored
audit trails, and deterministic finality windows align more closely with institutional fiduciary requirements.

The LISR framework is designed to evolve alongside the infrastructure it rates. The Research Team continuously
updates its evaluation criteria as agentic payment protocols mature — without altering historical scores, which
remain versioned and locked at publication.

The On-Chain Permission Model: Polygon, Solana, Base Recording

AP4M's decision to record permissions on Polygon, Solana, and Base rather than a proprietary ledger reflects a
design choice prioritizing public auditability over permissioned control. This architecture offers institutional
advantages and introduces specific risks.
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Auditability and Transparency: Public blockchain recording enables third-party verification of permission state
without reliance on Mastercard's internal records. Institutions, auditors, and regulators can independently query
on-chain data to confirm that an agent's authorization matches claimed permissions. This reduces information
asymmetry and supports compliance workflows where institutions must demonstrate that agent activity remained
within authorized bounds.

Immutability and Non-Repudiation: Once written to Polygon, Solana, or Base, permission grants become part of
an immutable ledger. Neither the user nor Mastercard can retroactively alter permission history. This creates a
tamper-evident audit trail useful for dispute resolution and regulatory examination. If an agent executes a contested
transaction, the on-chain record provides cryptographic proof of whether the permission existed at the time of
authorization.

Chain Selection Risk: AP4M's multi-chain strategy introduces inconsistency risk. Polygon uses a proof-of-stake
consensus with approximately 2-second block times; Solana targets 400-millisecond slots; Base (an Ethereum L2)
inherits Ethereum's finality characteristics with additional optimistic rollup assumptions. Permission state recorded
on different chains reaches finality at different speeds and with varying reorganization probabilities. An agent
querying Solana state may observe a permission revocation seconds before the same revocation finalizes on
Polygon, creating potential for chain-dependent authorization outcomes.

Smart Contract Upgrade Risk: Permissions are encoded in smart contracts deployed to these chains. If
Mastercard or launch partners issue contract upgrades to fix bugs or add features, institutions must evaluate
whether upgrades preserve existing permissions or require re-authorization. Protocols lacking transparent upgrade
governance or those using proxy contracts with opaque admin keys introduce custody risk through unilateral
permission modification capabilities.

Key Unanswered Questions

Institutional deployment of agent wallets on AP4M and competing protocols depends on resolution of technical and
operational uncertainties not yet addressed by launch documentation.

Permission Inheritance and Delegation: Can agents sub-delegate permissions to other agents? If an institution
grants an agent permission to pay for compute resources, can that agent authorize a subagent to purchase specific
cloud services within the broader budget? The absence of clear delegation semantics creates risk that agents may
inadvertently or maliciously extend authorization beyond intended scope.

Cross-Protocol Permission Portability: If an institution grants AP4M permissions, can those grants be
recognized by x402 or Tempo protocols, or must institutions re-authorize agents for each payment rail? Lack of
interoperability standards forces redundant permission management and increases the attack surface through
multiplied authorization touchpoints.

Liability for Agent Errors: If an agent misinterprets a permission constraint and executes an out-of-scope
transaction that nonetheless passes smart contract validation, which party bears financial liability—the user who
granted ambiguous permissions, the agent provider whose logic failed, Mastercard as protocol operator, or the
custodian who executed settlement? Current documentation does not assign clear liability for semantic permission
failures.

Regulatory Classification of Agent-Authorized Transactions: Are agent-initiated payments treated as
user-authorized under existing card network and banking regulations, or do they constitute a new transaction
category requiring separate compliance frameworks? If agents are deemed non-user entities, transactions may
trigger different anti-fraud rules, chargeback procedures, or know-your-customer requirements.
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Agent Identity and Authentication: How are agents uniquely identified across transactions and protocols? If an
agent is compromised and a new instance is deployed, does the new agent inherit prior permissions, or must the
user re-authorize from scratch? The absence of a universal agent identity standard complicates audit trails and
permission lifecycle management.

Linkmerica Research Position

The Linkmerica Research Team assesses that machine-to-machine payment protocols represent a structural
evolution in custody risk. The conditions that make independent ratings essential — distributed liability,
multi-operator infrastructure, no single entity with comprehensive operational control — are precisely the conditions
AP4M and competing rails have introduced at scale.

The LISR framework has been monitoring agentic payment infrastructure since its inaugural assessment in June
2026. The Research Team will publish rated assessments of machine payment protocols as the infrastructure
matures and sufficient evidence accumulates to support a defensible, versioned score. Ratings will follow the same
rigorous, versioned methodology that governs all LISR assessments — applied to the new custody risk surfaces
these protocols introduce.

The Research Team does not rate individual Al agents or the enterprises deploying them. LISR rates the protocols,
permission architectures, and custody infrastructure through which machine-authorized transactions flow. The
independence of that rating — from protocol operators, custodians, and the enterprises that rely on them — is the
condition that makes it institutionally useful.

Institutions evaluating machine payment infrastructure for deployment should note that the absence of an
independent rating is itself a risk signal. The custody risk questions raised in this brief remain unanswered by any
protocol operator. Linkmerica will continue to monitor developments and publish assessments as the evidence
record warrants.

Version: LISR Research Brief v1.0

Review Date: June 11, 2026

Next Update: Following AP4M mainnet transaction volume data and regulatory guidance publication
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This research brief is provided for informational purposes and does not constitute investment, legal, or compliance
advice. Institutions should consult qualified counsel and conduct independent due diligence before deploying funds
on machine payment protocols.
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